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Establishing effective and efficient 
cyber security policies is one of the 
most important aspects of protecting 
your business. We often discuss why 
cyber security is so important and 
the different cyber security practices 
your business can implement. We 
also mention how advanced cyber 
threats and cyber attacks have 
become as hackers improve their 
tactics and technology. For this 
reason, you may wonder if there's 
anything that will cover your 
business if it falls victim to a cyber 
attack even though you have strong 
cyber security practices in place. 
Thankfully, cyber insurance is 
available to business owners who 
have proven they take cyber security 
seriously. 

Cyber insurance (sometimes referred 
to as cyber liability insurance) is the 

It may come as a surprise, but working 
remotely can be just as (or more) secure than 
working in the office. If done right. 

Those are the three operating words: if done 
right. This takes effort on the part of both the 
business and the remote employee. Here are 
a few MUST-HAVES for a secure work-from-
home experience:

Secure networks. This is nonnegotiable. 
Every remote employee should be 
connecting to a secure network (at home, it 
should be WPA2 encrypted), and they should 
be doing so with a VPN. 

Secure devices. All devices used for work 
should be equipped with endpoint security – 
antivirus, anti-malware, anti-ransomware and 
firewall protection. Employees should also 
only use employee-provided or approved 
devices for work-related activity. 

Secure passwords. If employees need to 
log into employer-issued programs, strong 

passwords that are routinely updated should 
be required. Of course, strong passwor
should be the norm across the boar
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The 10X Rule
by Grant Cardone

Every entrepreneur wants nothing 
more than for their business to be 
successful and profitable, but it's 
impossible to see success if you're 
not setting the proper goals. As Grant 
Cardone explains in his book The 
10X Rule, many entrepreneurs fall 
into the trap of setting targets that are 
too low. He explains that when you 
set low-hanging goals, you're only 
competing in your industry, but if 
you create some that are 10 times 
more than what you initially 
imagined, you can dominate. It's all 
about taking massive action to reach 
your business dreams. The 10X Rule 
is a fascinating read packed full of 
relevant tips that will help 
entrepreneurs find success. All 
entrepreneurs, business leaders and 
salespeople should give this book a 
read. 
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coverage an organization can acquire to 
protect against losses incurred by a data 
breach or other malicious security 
incidents. Cyber insurance policies 
have grown exponentially in popularity 
over the past few decades as cyber 
criminals have become more cunning. 
Because of this, cyber insurance prices 
have also risen, so you may be curious 
whether cyber insurance is something 
your business absolutely needs. 

Cyber insurance policies differ from 
provider to provider, but most will 
include the following coverages: 

Customer and Employee Outreach
If your business is the victim of a cyber 
attack and precious information is 
stolen, who are some of the first people 
you need to contact? Your customers 
and employees, of course. They need to 
be aware that a cyber attack occurred, 
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Stabilize: The secret to stabilization is 
relentless communication with everyone. 
That includes internally with your teams AND 
externally with your customers. Streamline 
communication and eliminate bottlenecks 
through a visual dashboard.

Reset: By completing the first two steps, you’ll 
gain the freedom to re-prioritize and focus 
your efforts on the most viable opportunities 
for growth.

Offense: Don’t leave your cards in the hands 
of fate. Shifting to offense mode gives you the 
power to define the future of your business. 
Equip yourself with the tools and knowledge to 
outlast any storm.

Interested in a deep dive where a certified 
business coach will take you (and up to three
members from your team) through this process?
Attend Petra’s DSRO pivot planning half-day
virtual group workshop. (We’ve never offered 
this format to non-members. During this 
disruptive time, we’ve opened up our coaching 
sessions to the public. Don’t miss out!)

When you call a time-out and take in this 
session, you’ll leave with:

• An actionable game plan for the next
30, 60 and 90 days with associated and
assigned KPIs

• Effective meeting rhythms that will ensure
alignment and accountability

• Essential and tested communication
protocols to ensure your plan is acted upon

I’ll leave you with this statement from top 
leadership thinker John C. Maxwell. It’s a 
quote that always rings true but is crystal clear 
in today’s landscape: “Change is inevitable. 
Growth is optional.”

Let that sink in.

Steps To Move Your Business
From Defense To Offense
During Times Of Disruption

Use Personalization to Your Advantage

Personalization is the key to successful marketing and branding because it allows you to form relationships 
with your customers. This - in turn - can lead to better retention and more referrals. Creating a personal 

brand is as easy as sharing personal stories with your clientele. It's a great way to build a community out of 
your customer base while also sharing why you're in business. 

However, personal marketing is the act of engaging your customers with targeted marketing so you can 
build long-lasting relationships. This includes starting your e-mails with the customer's name as a greeting 
or tailoring your communication to their interests. Your marketing should be personalized, conversational 
and engaging. Combining personal branding and marketing will put your business on the path to success. 

and practices he learned along the way. As his clients can attest, he can cut through 
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and their information may have been 
compromised. Depending on your 
industry and location, there may be a 
legal obligation to inform. If you have 
a large customer base, notifying them 
of a cyber security breach can be 
expensive. Cyber insurance will help 
cover those costs. 

Recovering Stolen Data
It can be costly to hire a data recovery 
professional to recover stolen 
customer or business information, but 
it is necessary after suffering a cyber 
attack. Most cyber insurance policies 
will pay for a professional's help. 

Software and Hardware Repair/
Replacement
Cyber criminals can wreak havoc on 
your software and hardware. If they 
damage or corrupt your computers, 
network or programs, your cyber 
insurance policy will help cover the 
cost of repair or replacement. Some 
insurance policies will also cover any 
financial loss due to business 
interruption caused by a cyber attack 
and ransomware demands. Cyber 
insurance will not cover your system 
upgrades, estimated future financial 

compliant regardless of your interest in 
cyber insurance. Just make sure you 
look into your compliance 
requirements before applying for a 
cyber insurance policy to ensure you 
don't get denied coverage. 

If you work with third-party vendors, 
you must do you due diligence and 
ensure they meet their cyber security 
requirements. Doing thorough research 
on the parties you interact with will 
help you get more affordable cyber 
insurance rates. Additionally, it would 
be best if you had an incident response 
plan in place. The insurance provider 
needs to know you're prepared to help 
your customers and your business if 
disaster strikes. 

Cyber insurance can help further 
protect your business if you become 
the victim of a cyber attack. In today's 
society, where every business and their 
customers' information is a target for 
cyber criminals, make sure you're as 
secure as possible. Build a strong cyber 
security plan and apply for cyber 
insurance to get maximum protection. 

losses due to a breach or decreased 
valuation of yourbusiness caused by a 
cyber attack. It's vital you know exactly 
what is covered by your policy before 
beginning coverage. 

Starting a new cyber insurance policy is 
easier said than done. Since cyber 
insurance has grown in popularity, most 
providers have become more selective 
about who they cover, meaning you have 
to meet some criteria to qualify for a 
policy. The most essential thing any cyber 
insurance provider will look at will be the 
strength of your current network security 
and cyber security practices. Ensure you 
utilize multifactor authentication 
throughout your entire business and hold 
training sessions annually with your team. 
Purchase a firewall and do whatever else 
you can to improve your security. If you 
don't, the rates for your policy will be 
astronomical, if you can even get one at 
all. 

Suppose your business is within an 
industry that requires a certain level of 
cyber security compliance. In that case, 
you should be meeting your requirements, 
or else you won't qualify for a cyber 
insurance policy. This shouldn't be an 
issue for your business since you must be 
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Bill's Favorite 
Business Gadget of 
the Month

Microsoft Presenter+ remote control

If you use Microsoft Teams for meetings and 
presentations (and who doesn't?) you might be 
interested in this neat little gadget. 

The Microsoft Presenter+ wireless remote 
control has Teams-enabled technology, but it 
works with other apps, too. It helps to make 
presentations more engaging, mute participants 
and switch between controls more easily. 

"The only way you are going to have success is to 
have lots of failures first"

- Sergey Brin, co-founder, Google
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34% of people write their to-do lists on 
paper. 22% use online tools, 18% use a 

calendar on their phones, 17% use project 
management systems and the last 9% use 

'other methods'

1 in 5 students has used a 
mobile app to organize 

their schoolwork

74% of clients who stop dealing with a company do 
so because it's disorganized. These customers tend 

to move to their direct competitors. 
TECH FACTS

Inspirational Quote 
of the Month:



Ways to Answer 
Questions Like a CEO
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This is exactly why you can’t rely on the 
reactive break-fix model anymore. If you do, 
you could be putting your business at serious 
risk. In some cases, the mounting costs and 
damages done could put you out of business. 

If you’re hit by a data breach or if a hacker 
infiltrates your network (which is a common 
occurrence), what’s next? You call your IT 
services partner – if you have a partner – and 
tell them you need help. They might be able 
to restore lost or stolen data. That is, if you 
routinely backed up that data. You don’t want 
to find yourself in this position.

And you don’t have to. 

Instead, take a proactive approach to your 
IT support and security. This is the new way 

of doing things! It’s also known as managed 
services – and it’s a far cry from the break-fix 
approach. 

If you work with an IT services company that 
only comes out when something breaks, it’s 
time to get them on the phone to ask them 
four big questions. These are questions they 
absolutely need to say “yes” to. 

1. Can you monitor our network and 
devices for threats 24/7? 

2. Can you access my network remotely 
to provide on-the-spot IT support 
to my team?

3. Can you make sure all our data is 
backed up AND secure?

4. Can you keep our network protected 
with up-to-date malware solutions, 
firewalls and web filtering? 

If your IT services partner says “no” to any or 
all of these questions, it might be time to look 
for a new IT services partner. 

If they say “yes” (or, even better
emphatic “yes”), it’s time to r
relationship with this company
tell them you’re r

break-fix services are more 

Don’t be that person. Make the call and tell 
your IT services provider you want pr

“When things go 
wrong, and these days, 
things will go wrong, 
you’ll be left with 
the bill – and be left 
wishing you had been 
more proactive!”

“Before we reposition ourselves as an 
industry leader, how was everyone’s 
weekend? Anyone do anything fun?

FREE Report: 12 Little-Known Facts Every 
Business Owner Must Know About Data 

Backup And Disaster Recovery
You will learn:

• The only way to know for SURE your data can be 
recovered if lost, corrupted, or deleted  – yet fewer than 
10% of businesses have this in place

• Seven things you should absolutely demand from any 
off-site backup service

• Where many backups fail and give you a false sense 
of security

• The #1 cause of data loss that businesses don’t even think 
about until their data is erased

Claim your FREE copy today at www.URLHERE.com/12facts

Get More Free Tips, Tools and Services at Our Website: www.urlhere.com    •    (555) 555-5555    •    2
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I've had the privilege of posing questions 
to over 1,000 business leaders. So, I've 
been on the receiving end of many 
excellent answers from some of the most 
respected CEOs on the planet. On the other 
side of that, I've also heard responses from 
less skilled managers. 

I've learned a lot through this process and 
would like to share some of that 
knowledge with you. Here are four ways to 
answer questions like a CEO. 

1) Answer a yes or no question with a 
'Yes' or 'No' before providing details. 

Does John Thomas work at Google? 

Bad Answer:  "John Thomas? Oh, I knew 
him back at the University of Michigan. 
He and I were in the same engineering lab. 
This one time..."

Great Answer: "Yes. John Thomas works 
at Google now. We went to college 
together, and we are friends on Facebook."

2) Answer a number question with a 
number answer before providing details.

How much did your sales decline during 
the last recession in '08?

Bad Answer: "The Great Recession was a 
really hard time for us. It felt like we ran a 
marathon in quicksand. No matter what we 
did, customers just stopped buying..."

Great Answer: "Twenty percent. Our 
sales declined by 20%. Fortunately, our 
team's compensation was largely viable, so 
we all just made a bit less income during 
that period and were able to avoid any 
layoffs."

3) Answer from the other person's point 
of view. 

Why do you want me to invest in your ice 
cream stores? 

Bad Answer: "Because we need the 
capital to grow. And we need a way for 
some of our cousins to cash out of the 
business. This store has been in our family 
for 50 years."

Great Answer: "Because a 10% return on 
invested capital is what you say you want. 
And that is what we have delivered reliably 
on a per-store basis for over 50 years."

4) Share just enough information to 
prove your point but not more. 

Why should we buy from your company?

Bad Answer: "I could give you a million 
reasons to buy from our company. For 
starters, here is our 150-page brochure. 
And here is a 25-page PowerPoint slide 
deck in 8-point font. And here's..."

Great Answer: "I think you should buy 
from us for three reasons: Garner Group is 
rated as #1 in the three areas that are most 
important to you - ease of implementation, 
security and ability to customize for 
multiple languages. In addition to this, we 
know this space better than anybody. Our 
team published the #1 book on Amazon 
about this topic. And, lastly, we offer a 
100% money-back guarantee, so the 
burden of risk will be on me, not you."

Using these tactics will give you a much 
better chance of being hired at your dream 
job or persuading investors. 

Dr. Geoff Smart is the chairman and founder of ghSMART, a leadership 
consulting firm that exists to help leaders amplify their positive impact on 
the world. Dr. Smart and his firm have published multiple New York 
Times best sellers. He stays active in his community and has advised many 
government officials. 

February's Featured 
Everyday Gadget:

The LARQ Bottle 
PureVis

Americans have become 
increasingly aware of their need 
for water over the past few years. 
To avoid dehydration, many 
people have started to carry 
reusable water bottles everywhere 
they go, and now you can get a 
reusable water bottle that cleans 
itself and your water. The LARQ 
Bottle PureVis is the world's first 
self-cleaning water bottle and 
purification system. Every two 
hours - or at the touch of a button - 
the bottle's UV-C LED technology 
cleans and eliminates harmful 
bacteria from the bottle. The bottle 
comes in an insulated version that 
can keep the temperature of your 
water the same for hours on end, 
as well as a non-insulated 
lightweight version that's easy to 
bring wherever you go. This bottle 
is a must for anyone who is try to 
live a healthier lifestyle.

4
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We talk a lot about strong 
passwords. It's kind of our job. But 
they're really important if you 
want to protect your online 
accounts and keep your data safe. 

So why are we hearing that '123456' 
is still the most common password? 
Researchers found it used more than 
100,000 times in a recent study. 

'Admin' is another popular choice, 
found 17,000 times, followed by the 
highly creative 'root' and 'guest'. 
Often these are pre-set default 
passwords which you're supposed to 
change when you first log in - but too 
many people don't bother. 

Names - personal names, celebrities, 
even football teams - are also 
common, as are profanities. One 
swearword cropped up 300,000 times 
in the study (we'll let you guess 
which word it was). 

But popular choices make for weak 
passwords. A brute force attack 
involves throwing thousands of 
passwords at a system. So if you're 
using nay of these examples, it 
wouldn't take long for an attacker to 
gain access to your account. 

A good solution is to use a password 
manager. This will create long, 
strong, random passwords that are 
impossible to guess. It also stores 
them securely and auto fills them, 
saving you time. 

An even safer solution is Passkeys. 
These could take over from 
passwords entirely - Apple and 
Microsoft are already rolling them out 
across their apps and accounts. 
Passkeys consist of two 'keys': One 
on your device and one within the 
application. When they connect and 
recognize each other as the right fit, 
you gain access to your account... all 
without clicking a button. 

The best part is that you never have to 
remember a password. It's all done 
within your device and the 
application, so it's unlikely that a 
cyber criminal will ever be able to get 
their hands on your login credentials. 
And there are 123456 reasons why 
that's a good thing. 

Need help to find the right 
password manager? Get in 
touch.

Did You Know

Teams is more 
popular than email?

Microsoft Teams has 
become more 
popular than email 
for most businesses 
that use it. 

Employees interact 
with Teams 1500 
times a month on 
average, spending 
more time in Teams 
Chats than they do in 
their email. 

Are you still using the 
same old password?
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Don't waste money on the 
wrong tech

Have you ever felt like you've wasted money on technology 
that you thought would change your world?
The right tech really can be transformative. You can grow you business 
quicker, help employees be more productive, and help your systems run more 
smoothly. That allows you to focus on strategy and to stop sweating the small 
stuff.

But the wrong choices can be more trouble than they're worth. That leaves 
you to foot the bill for a solution that solves nothing, or, worse, creates 
problems of its own. 

Here's our best advice for making the right tech choices in your business:

• Don't fixate on digital transformation for its own sake. Focus on
what you want to achieve and choose the tech that helps you to get
there.

• Be open to the idea of process change if the tech can create
efficiencies. But your tech should support you - not force you to
work the way it wants you to.

• Define your objectives and seek expert advice before making a big
change. That software might look like the answer to everything, but
is it well established? Is it reliable? Is there good support, and are
there regular updates? Could an alternative do the same thing for a
smaller investment?

• Focus on your data. Big corporations have a deep understanding of
their data and work hard to define how success will be measured.
Think about how you're able to access your data, how you can
protect it, and what it can tell you about your choices.

• Enter the cloud. Cloud solutions can help you keep your data better
protected and are often more scalable so that they can grow with
you.

• Ask for help. You can't be an expert in everything, so it there's
something you don't understand, or if you can't decide what's best
for you, ask an expert.

If you're thinking about change and want to make the right 
tech decisions for your business, we're here to support you all 
the way. Just get in touch. 

Massive Teams 
meetings are about to 
get easier

If your lobby policy in a 
Teams meeting is "Invited 
Users Only" (the most secure 
thing to do), Teams will only 
recognize the first 1000 
people on that list and let 
them through. 

Not a problem for most 
meetings, sure, but there are 
occasions where this can be 
restrictive. 

Microsoft has recognized the 
issue and has upped that 
limit to - wait for it - 10,000! 
Hats off to you if you can hit 
that limit. 

New to 
Windows 365



Technology Update
A report by software giant Adobe 
found that two thirds of Chief 
Information Officers plan to digitize 
their workplace and introduce 
software that automates admin 
tasks. 

The idea is to boost productivity, freeing 
up employees' time for more creative 
and vital jobs. It can also work to boost 
morale, increase engagement, and keep 
everyone more organized. 

Another benefit of digitization is improved 
data analytics and insight. And of course, 
improved revenue opportunities. 
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Time for another Tech Quiz
Whose tech knowledge is the best this month?

1. What was the name of the first computer virus
(created in 1971)?

2. 1024 bits is equal to how many bytes?
3. What number system do computers use as the base

for all operations?
4. What's the maximum number of rows that Excel can

handle?
5. What's the name of the plain text editor in Windows?

The answers are on page 8.

Question: Should I be 
monitoring my remote 
employees? 

Answer: If you want to 
maintain a culture of trust in 
your business, probably not. 
But you will want to 
understand their productivity. 
There are a number of apps 
that can help with this. Get in 
touch for recommendations.

Question: Where should I 
focus my IT spend?

Answer: Security is key, but 
beyond that, more and more 
businesses are looking at 
cloud solutions to help in all 
areas of the business. It's an 
in-depth subject, so you 
should take expert advice 
before making big decisions.

Question: Should I allow my 
employees to install apps 
on work-issued phones?

Answers: Yes - and they'll 
need some apps to do their 
job. However, you should 
make sure they install only 
what's needed. And make 
sure they're genuine 
downloads from the main 
app stores - there are a lot 
of malicious apps in the 
wild!



sit back while your employees wreak havoc. 
The worst part is that your employees may not 
even realize that their actions are compromising 
your network. And that’s a problem. 

Even if you have other forms of network 
security in place – malware protection, 
firewalls, secure cloud backup, etc. – it won’t 
be enough if your employees lack good IT
security training. In fact, a lack of training is 
the single biggest threat to your network! 

It’s time to do something about it. 
Comprehensive network security training 
accomplishes several things, including:

1. Identifying Phishing E-Mails Phishing 
e-mails are constantly evolving. It used 

to be that the average phishing e-mail included 
a message littered with bad grammar and 
misspelled words. Plus, it was generally from 
someone you’d never heard of.

Continued on Page 2 ...
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Faster, Easier And More 
Profitably
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Boost Your Business by Improving Employee 
Morale

Employee happiness is one of the most 
important aspects of running a business. 
When a group of employees feels 
unhappy or unsupported in their role, it 
can quickly spread throughout the 
workplace, plummeting productivity and 
morale. Thankfully, there are things you 
can do to boost employee morale and 
happiness, but you must understand 
how your employees currently feel. The 
best way to do so is through a survey. 
You can utilize an online survey from 
companies like 15Five or Culture Amp to 

4 Ways to Take Control of Your 
Schedule

Every day is busy for those who lead or 
own a business, but you must stay 
organized and stick to your schedule to 
ensure everything gets completed. This 
is a difficult task for many business 
leaders, though. Little distractions can 
cause us to procrastinate and get 
behind on our work, making for long 
workdays. If you find yourself 
struggling to stay on schedule, give 
some of the following tips a try. 

• Set deadlines for every important
task

• Turn off app notifications on your
phone so your attention stays on
your work

• Delegate tasks to others if you feel
overwhelmed

• Keep your workspace clean

see how your staff feels about the 
business, its leadership and its culture.  
From there, you can implement 
strategies to improve the workplace 
while also altering or removing the 
aspects that are not working for your 
employees. 

Most common employee problems can 
be rectified through management 
interventions. If you employees 
complain about a lack of compensation, 
benefits or time off,  devise plans to 
improve their work experience. Create 
performance-based incentives or offer 
more paid time off. Try to increase your 
employees' pay annually if possible. You 
also want to recognize your employees 
for performing exceptionally in their 
roles by giving them a shout-out in a 
company meeting or buying lunch one 
day. Little acts of kindness and 
recognition go a long way toward 
creating a positive work environment - 
and you will quickly notice a boost in 
productivity when your employees are 
happier. 
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